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LLiicceennsseedd  PPeenneettrraattiioonn  TTeesstteerr  ((LLPPTT))  
EECC--CCoouunncciill  CCeerrttiiffiieedd  SSeeccuurriittyy  AAnnaallyysstt  ((EECCSSAA))  vv44  

CCeerrttiiffiieedd  EEtthhiiccaall  HHaacckkeerr  ((CCEEHH))  vv77  

The Certified Ethical Hacker (CEH) program will immerse the students into an interactive 

environment where they will be shown how to scan, test, hack and secure their own systems. The 

lab intensive environment gives each student in-depth knowledge and practical experience with 

the current essential security systems. Students will begin by understanding how perimeter 

defenses work and then be lead into scanning and attacking their own networks, no real network 

is harmed. Students then learn how intruders escalate privileges and what steps can be taken to 

secure a system. Students will also learn about Intrusion Detection, Policy Creation, Social 

Engineering, DDoS Attacks, Buffer Overflows and Virus Creation.  

 

EC-Council Certified Security Analyst (ECSA) complements the CEH certification by exploring the 

analytical phase of ethical hacking. While CEH exposes the learner to hacking tools and 

technologies, ECSA takes it a step further by exploring how to analyze the outcome from these 

tools and technologies. Through groundbreaking penetration testing methods and techniques, 

ECSA class helps students perform the intensive assessments required to effectively identify and 

mitigate risks to the security of the infrastructure. 

 

CEH 

ECSA 
ASK US ABOUT 

FUNDING… 

CEH 

ECSA 
PREMIUM CLASS 

Mentored Learning 

CEH 

ECSA 

 

Includes DVD 

Resource & Tools 

 

ASK US! RE-CERTIFICATION 
120 Credits in 3 years 

 

PROGRAM RECOGNITION 

 

1 course (5 days) + 1 Exam 

 

1 course (5 days) + 1 Exam 

 

Certified Ethical Hacker 

(CEH) v7 

Licensed Penetration Tester 

(LPT) 

EC-Council Certified Security Analyst 

(ECSA) v4 
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LEGAL AGREEMENT 

  

These security courses are 

designed to educate, introduce 

and demonstrate hacking tools for 

penetration testing purposes only. 

 

Prior to attending this course, you 

will be asked to sign an 

agreement stating that you will 

not use the newly acquired skills 

for illegal or malicious attacks and 

you will not use such tools in an 

attempt to compromise any 

computer system, and to 

indemnify EC-Council with respect 

to the use or misuse of these 

tools, regardless of intent. 

  

EC-COUNCIL CONTINUING 

EDUCATION (ECE) 

  

ANSI/ISO/IEC 17024, which is the 

standard for accreditation, 

requires credible certification 

providers to have a re-

certification program. Members 

with certifications included under 

the ECE scheme will have to 

achieve a total of 120 credits per 

member (not per certification) 

within a period of three years. 

They will have to clock in at least 

20 credits per year. 

 

For members holding multiple 

certifications, credits earned will 

be applied to all the certifications. Exam 312-50: Certified Ethical Hacker (CEH) v7 

USD$300 (SG$420) 

4 hours, 150 questions 
Note: Exam is built into the Program & cannot be separated 

 

The Need for Security Analysis Router Penetration Testing 

Advanced Googling Firewall Penetration Testing 

TCP/IP Packet Analysis IDS Penetration Testing 

Advanced Sniffing Techniques Wireless Network Penetration Testing 

Vulnerability Analysis with Nessus  Denial of Service Penetration Testing 

Advanced Wireless Testing Password Cracking Penetration Testing 

Designing a DMZ Social Engineering Penetration Testing 

Short Analysis Stolen Laptop Penetration Testing 

Log Analysis Application Penetration Testing 

Advanced Exploits and Tools Physical Security Penetration Testing 

Penetration Testing Methodologies Database Penetration Testing 

Customers and Legal Agreements VoIP Penetration Testing 

Penetration Testing Planning & Scheduling VPN Penetration Testing 

Pre Penetration Testing Checklist Penetration Testing Report Analysis 

Information Gathering Penetration Testing Report & Documentation writing 

Vulnerability Analysis Penetration Testing Deliverables & Conclusion 

External Penetration Testing Ethics of a Licensed Penetration Tester 

Internal Network Penetration Testing Ask us for Full List >>> 

 

Exam 412-79: EC-Council Certified Security Analyst (ECSA) v4 

USD$300 (SG$420) 

2 hours, 50 questions 
Note: Exam is built into the Program & cannot be separated 

 

Introduction to Ethical Hacking Social Engineering Hacking Wireless Networks 

Footprinting and Reconnaissance Denial of Service Evading IDS, Firewalls and Honeypots 

Scanning Networks Denial of Service Buffer Overflows 

Enumeration Hacking Webservers Cryptography 

System Hacking Hacking Web Applications Penetration Testing 

Trojans and Backdoors SQL Injection  

Viruses and Worms   

Sniffers   

 

 

CEH v7 + ECSA v4 

$5,700  
Price before GST 

10 days, 2 Certifications 

2 courses, 2 exams 

 

 

ECSA v4 

$3,500  
Price before GST 

5 days, 1 Certification 

1 course, 1 exam 
 

$2,950 Price before GST 

5 days, 1 Certification, 

1 course, 1 exam 

 

Certified Ethical 

Hacker (CEH) v7 

 

 

  

LICENSED PENETRATION TESTER 

(LPT) 

  

EC-Council’s Licensed Penetration 

Tester (LPT) is a natural evolution 

and extended value addition to its 

series of security related 

professional certifications. 

 

Upon completion of the CEH and 

ECSA programs, you may apply for 

the LPT directly from EC-Council 

by completing the necessary 

documentation for licensing. 

Licensed Penetration Tester 

EC-Council Certified Security Analyst (ECSA) v4 

*Direct Application to EC-Council. Not included in Package 

 


