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Information security serves as one of the most important segments in the growing 
technological industry. Standing at the forefront of information security certification is the 
Certified Information Systems Security Professional (CISSP). Over the years, there has 
been a massive demand for IT professionals with CISSP in over 170 countries , making 
it one of the most sought after  and highly compensated  credentials in the world.  
 
An internationally respected  certification, the CISSP continues to serve as the 
absolute pinnacle of information security training  for knowledgeable and highly 
accomplished mid to senior level professionals in the IT industry. 

Who is this program for?  
 
The course is designed for  
 

·  Candidates who are studying (ISC)2 Common Body of 
Knowledge (CBK) for the CISSP examination 

·  Current credential holders looking for continuous education 
opportunities on industry updates 

·  Industry practitioners who wish to have a comprehensive review 
of the CISSP CBK domains  

 
These candidates may include IT Managers, IT System Auditors, MIS 
Managers, Network Managers, Project Managers, Senior System 
Analysts, Security System Engineers, Security Consultants, IT 
management consultants, Computer Security Investigators and 
Information Security policy-makers. 
 

What is the CISSP based upon ? 
 
The CISSP curriculum & examination is based on the 10 
domains of (ISC)2 CBK, which is generally accepted as the 
industry’s best practices for information security . 
 

1. Access Control  
2. Application security  
3. Business Continuity and Disaster Recovery Planning  
4. Cryptography  
5. Information Security and Risk Management  
6. Legal, Regulations, Compliance and Investigations  
7. Operations Security  
8. Physical (Environmental) Security  
9. Security Architecture and Design  
10. Telecommunications and Network Security 

LLeeaarrnniinngg  ZZoonnee  PPrr iiccee::   

$$11,,990000 ((UU//PP::  $$22,,550000)) 
 

·  5-day training on Learning Zone Program 
·  Class Repeat Privileges 
·  6 months Online Anytime Live Chat 

Access with Certified Trainer 
·  Official (ISC) 2 Guide to the CISSP CBK 
·  Does not include Exam 
·  MeasureUp Practice Test 
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Access Control 

·  Definitions and Key Concepts 
·  Access Control Categories and Type 
·  Access Control Threats 
·  Access to Systems and Data 
·  Intrusion Prevention Systems (IPS) & 

Intrusion Detection Systems (IDS) 
·  Access Control Assurance 

 
Application Security 

·  Programming Concepts 
·  Threats and Malware 
·  Software Protection 
·  Audit and Assurance Mechanisms 
·  Database and Data Warehousing 

Environment 
·  Web Application Environment 

 
Business Continuity (BCP) and Disaster 
Recovery Planning (DRP) 

·  Project Scope Development and Planning 
·  Business Impact Analysis (BIA) and 

Functional Requirements 
·  Business Continuity and Recovery 

Strategy 
·  Plan Design and Development 
·  Implementation and Restoration 
·  Feedback and Plan Management 

 
Cryptography 

·  Symmetric and Asymmetric Key 
Cryptography 

·  Message integrity controls 
·  Key Management and Uses of 

Cryptography 
·  Legal Issues 
·  Cryptanalysis 
·  Information Hiding Techniques 

 
Information Security and Risk Management 

·  Principles and Requirements 
·  Policy 
·  Organizational Roles and Responsibilities 
·  Risk Management and Analysis 
·  Ethics 

 

Legal, Regulations, Compliance and 
Investigation 

·  Major Legal Systems 
·  Information Technology Laws and 

Regulations 
·  Incident Response and Computer 

Forensics 
 
Operations Security 

·  Resource Protection 
·  Continuity of Operations 
·  Change Control Management 
·  Privileged Entity Control 

 
Physical (Environmental) Security 

·  Introduction 
·  Layered Defense Model 
·  Crime Prevention through Environmental 

Design 
·  Facility and Infrastructure Criteria 

 
Security Architecture and Design 

·  Terminology and Concepts 
·  Enterprise Architecture Frameworks 
·  System Level Architecture Concepts 
·  Basic System Security Concepts 
·  Protection Concepts 
·  Establishing Confidence in Trusted 

Systems 
·  Fundamental Security Models 

  
Telecommunications and Network Security 

·  Basic Concepts 
·  OSI - TCP/IP Models 
·  Network Security Risk 
·  Business Context for Network Security 

CISSP Program Outline 
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